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CISA Office for Bombing Prevention: TRIPwire’s Catalog of Products

About TRIPwire

TRIPwire is the Cybersecurity and Infrastructure Security
Agency’s (CISA) secure, online resource portal for the Nation’s
security and emergency services professionals across the
Federal, State, local, tribal, territorial (FSLTT), and private
sectors. TRIPwire combines expert analyses and reports with
relevant documents, images, training, and videos to help
users anticipate, identify, and prevent improvised explosive
device (IED)-related incidents. TRIPwire is available at no cost
to registered subscribers and features a publicly accessible
homepage with valuable preparedness information.

Developed and maintained by the CISA Office for Bombing
Prevention (OBP) Counter-IED Information Sharing Branch,
TRIPwire combines operational awareness with intelligence
information gained from internal collection efforts and
partner liaison activity to foster collaborative information
sharing. The Open Source Intelligence (OSINT) Team
compiles, categorizes, and maps domestic IED-related
incidents and provides a range of products available to
TRIPwire members. All data used to support the products is
collected via OSINT methods for maximized sharing with
interested stakeholders. The OSINT Team also makes note of
IED-related incidents abroad to understand how those tactics,
techniques, and procedures (TTPs) might migrate and impact
the Homeland. The OSINT Team additionally responds to
requests for information (RFIs) from TRIPwire users. This
document highlights the OSINT Team’s product lines and
their intended purpose and audience.

Products Released with Routine Cadence

The What’s New highlights significant domestic and international |[ED- [z === =~
related incidents and includes a brief summary with any visual
context available. This product provides situational awareness
to CISA, FSLTT, and private sector stakeholders.

e Produced daily

The Weekly and Monthly Domestic OSINT IED Reports include an
overview of significant domestic device-related incidents (including
bomb threats and suspicious packages) and feature high-

lights of significant activity. The reports incorporate device- |~
related incident trends over time and organize the data on
a national level and by the 10 CISA Regions. This product
provides situational awareness to CISA, FSLTT, and private
sector stakeholders.

e Produced weekly and monthly

The Annual Domestic OSINT IED Report provides an overview

of the OSINT data collected for the U.S. Federal Regions and a
summary analysis of domestic IED events for each calendar year.
Among the report’s highlights are key trends in device-related
incidents, as well as notable TTPs. This product provides situational
awareness to CISA, FSLTT, and private sector stakeholders.
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e Produced annually
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Analytic and Informational Products
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Extremist Threat Reports (ETRs) provide information and
analysis of TTPs cited in terrorist propaganda or on social
media. The OSINT Team also prepares reports on significant
domestic and international device-related incidents carried out
by threat actors. This product provides situational awareness to
CISA and FSLTT stakeholders.

Incident and Threat Summaries capture the sequence of
events and any pertinent information during or immediately
following a high-profile incident with an explosives nexus. This
may include information about device construction or
composition, targets, investigative efforts, and perpetrators of
domestic and international (typically Western Europe,
Australian, Canada, New Zealand) device-functioned incidents.
These products provide timely situational awareness to CISA
and FSLTT stakeholders.
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Emergency Responder Notes (ERNs) are designed to
increase first responder awareness of emerging
threats. The OSINT Team’s Explosives Ordnance

Disposal subject matter expert recommends
developing topics of concern for the first responder
community on issues such as homemade explosives
components and TTPs. These products are intended [pse

to assist the bomb technician and first responder
communities.

TRIPwire Awareness Bulletins (TABs) provide information and
analysis on TTPs used by malicious actors in domestic and
international explosives-related incidents. This product is
intended to provide situational awareness to CISA, Federal,
and SLTT stakeholders.

Requests for Information (RFI)

(U) Key Findings
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Geographical Trend
Analysis Reports are
provided to
stakeholders o
requesting specific
IED-related

information by State,
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Incident-Type Trend
Analysis Reports
provide data analysis
by the seven types of
incident categories for
a set location and time
range, allowing the
stakeholder to

Targeted Infrastructure Trend
Analysis Reports provide data
visualization or a simple data
pull with accompanying
talking points for device-
related incidents targeting
specific infrastructure sectors

rough July 2019

or subsectors over a set date

The reports include region-specific highlights,
national details for comparative purposes,
visualization snapshots, and talking points.

understand the issues affecting their area. The report
includes a visual representation of the data along with
the context to understand the data.
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range. The reports can also
address issues of concern for
the affected sector.
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